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Abstract:- As current trends show, cybersecurity poses 

a challenge to the modern world, both to the public and 

private sectors. Every year the number and impact of 

attacks on the government networks increases, so do 

financial losses caused by the activities of 

cybercriminals. The lack of human resources and the 

number of unoccupied vacancies around the world is 

also a challenge, as evidenced by several studies. 

Therefore, one of the necessary ways to solve this 

problem is to create an appropriate educational 

component in universities, which will ensure the 

creation of competent staff. Cybersecurity requires a 

complex approach and the relevant knowledge of all the 

required domains that are needed to ensure its 

effectiveness, such as network technologies, system 

architecture and administration, programming, 

databases, and more. We would like to introduce you to 

the approach of cybersecurity teaching, which we have 

implemented at the university and which is being 

executed successfully. 
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I. INTRODUCTION 

 

The development of the field of cybersecurity is a 

challenge to support the needs of the State and requires a 

comprehensive approach for the creation of appropriate 

intellectual resources, which must involve both, human 

resources and technology. [1] 

 

Current trends around the world show that the stability 

of cybersecurity is a challenge for advanced countries or 

military alliances [2]. To address this issue, the states have 

begun to classify their infrastructure as a critical 

infrastructure [3], to ensure its security, special state 

structures (for example United States Cybersecurity and 
Infrastructure Security Agency) are created [4], legislation is 

being improved and new regulations are being developed 

[5].  

 

Intellectual / human resources are one of the main 

factors in cybersecurity [6].  

 

The aforementioned is a critical problem for Georgia, 

both for the public and private sectors. This is evidenced by 

growing statistics on cybercrime [7] and several attacks on 

networks of State organizations and infrastructure [8]. 

 
Therefore, it is important to train specialists in the field 

and to create sufficient intellectual resources. 

 

To avoid these threats and strengthen the cybersecurity 

sector in the country, it is necessary to create factual 

knowledge in the form of educational components. The 

purpose of the article is to recommend one of the models of 

cybersecurity training to higher education institutions.  

 

Digital transformation and growing dependence on 

computer technology pose new challenges that are critical 
for both individuals and the private sector, as well as for 

states and international military-political unions [9]. 

 

One of such critical challenges in the field of 

cybersecurity [10]. The demand for specialists in this 

profession is growing day by day, both in public and private 

sectors [11]. 

  

As the 2019 Cost of a Data Breach Report [12] by the 

IBM Security and Ponemon Institute shows, the average 

loss of data breach amounts to 3.92 million. (Fig. 1) 

 

 
Fig 1:- Average total cost if a data breach 
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Fig 2:- Global information security Workforce study (2017) n=12,709 

 

The average time it takes for the organizations to 

record and respond to an incident is 279 days, which can 

have a critical and devastating effect on both the 

organization and its customers. Consequently, delayed 

actions reduce the effectiveness of implemented security 

measures. 

 

According to research, the challenge is to fill the 

cybersecurity-related vacancies. According to a 2017 study 
of the Center for Cyber Safety and Education [13], the 

shortage of staff for cybersecurity vacancies will reach 1.8 

million by 2022, which shows up to 20% growth since 

2015, when the shortage of staff was 1.5 million (Fig. 2) 

  

All the above-mentioned demonstrates the critical 

importance of the training and mobilization of new 

workforce and specialists in the field of cybersecurity.  

 

II. MATERIAL AND METHOD 

 
In recent years, there has been a significant increase in 

the interest among students in the field of computer science 

in Georgia, and there is a growing trend in terms of the 

number of enrolled students. The statistics on the enrolment 

of students for the bachelor's degree programs in the field 

of technology, which were requested from the National 

Assessment and Examinations Center, were analyzed. The 

obtained materials show that 1800 students were enrolled in 

the bachelor's program in information technology in 2018 

and 2170 students – in 2019, which is about 20% more and 

indicates the growing interest in the field. 

 
Consequently, the demand for subjects of cyber and 

information security is growing. Therefore, it is advisable 

to offer the students effective systematic education in the 

field of cybersecurity. 

 

Cybersecurity is a complex subject that requires a 

certain level of competence in various domains of 

information technology, such as network technologies, 

system architecture/administration, programming, 

databases, and more. Relevant competence in various 

domains of information technology allows the 
cybersecurity specialist to provide the security of relevant 

infrastructure and information systems as efficiently as 

possible. 

To meet the abovementioned needs, it is important to 

develop a curriculum for university education, which 

includes both, general education and the acquisition of 

specialized and specific practical skills in cyber and 

information security. Given that the field is completely 

new, it requires innovative approaches and proactive 

development in the education sector. For the development 

of practical skills, students need to have a basic general 

knowledge, practical laboratory work shall be provided to 
realize the acquired theoretical knowledge in practice, 

which will help the growth of students' motivation to 

master this specialty.  

 

To ensure the abovementioned, we have implemented 

the following practice at the University of Business and 

Technologies. 

 

The academic year at UBT consists of 2 semesters and 

includes 60 ECTS credits (30 credits per semester). 

Depending on the characteristics of the student's study 
program, the annual workload may be less than 60 credits 

or more, but not more than 75 credits (1 credit in UBT = 25 

hours). Program Duration - 4 academic years (8 semesters). 

Bachelor's academic degree, considered by the program is 

granted by fulfilling the requirements of the undergraduate 

program as a result of accumulating established credits. 

 

The distribution of compulsory subjects according to 

semesters is shown in Table 1. 

 

The basic principle of the approach is for the students 

to accumulate relevant knowledge and practice of those 
domains, the security of which should be ensured by them 

directly after studying the subject of cybersecurity. Subjects 

have a corresponding prerequisite, which also provides the 

abovementioned. 

 

It is noteworthy that some of the subjects directly 

related to security are presented in the form of elective 

subjects, which also have the corresponding prerequisites. 

For example, in the third semester, interested students are 

allowed to choose a basic course in information security, 

where the students receive both theoretical and practical 
knowledge. The courses are shown in Table 2. 
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Table 1:- Courses and prerequisites (as of 2019-2020 academic year) 

 

Table 2:- Elective courses (as of 2019-20 academic year) 

 

The aforementioned subject gives the student a 

general idea about cyber and information security, which 

gives the student a clearer picture of what cybersecurity 

deals with and what prospects does it have. In the following 

semesters, besides the mandatory subjects, they have the 

opportunity to choose the subjects that are directly related 

to cybersecurity, all this allows the student to fully cover all 

the domains, the knowledge of which will increase the 
student's effectiveness in the cybersecurity domain. 

 

III. RESULTS AND DISCUSSION 

 

This approach has shown that students can effectively 

master the subjects directly related to cybersecurity, which 

is reflected in their academic achievement. They are also 

competitive in cybersecurity vacancies and meet the 

relevant requirements. 

 
 

 

Compulsory courses - Semester I Course Pre-requisites 

Introduction to programming (Python) No prerequisite 

Introduction to computer networking No prerequisite 

Mobile Applications No prerequisite 

Principles of Digital Technologies No prerequisite 

Compulsory courses - Semester II  

Introduction to databases (Oracle) Introduction Digital Technologies 

Programming (Python) Introduction to programming (Python) 

PC architecture / design No prerequisite 

Compulsory courses - Semester III  

Computer networks (CCNA I) Introduction to computer networking 

LINUX Principles of Digital Technologies 

Data structures and algorithms (I. C) Introduction to programming (Python) 

Compulsory courses - Semester IV  

Data structures and algorithms (II. C++) Data structures and algorithms (I. C) 

Front End Development Introduction to programming (Python) 

Compulsory courses - Semester V  

JVM Programming Programming (Python), Introduction to databases (Oracle) 

Introduction to machine learning Programming (Python) 

Compulsory courses - Semester VI  

Cybersecurity LINUX; Introduction to computer networking 

Database administration (OCA) Introduction to databases (Oracle) 

Compulsory courses - Semester VII  

Information technologies audit (planned) Cybersecurity, Data structures and algorithms (II. C++), Computer networks 

(CCNA I) 

Compulsory courses - Semester VIII  

IT service management Computer networks (CCNA I) 

Elective courses Course Pre-requisites 

Information security Introduction to computer networks 

Server operating system (Windows Server) Principles of digital technologies 

Wireless Communications (CWNA) Computer networks CCNAI 

Computer networks (CCNA II) Computer networks CCNAI 

Digital Transformation PC architecture/design 

Mobile application development on Android JVM Programming, Mobile applications 

Information security management Information security 

Cloud systems (AWS I) Linux, Introductions to Computer networks 

Digital Art Principles of digital technologies 

Cloud systems additional services (AWS II) Cloud systems (AWS I) 

Web Programming II (React) Front end development 

Java programming II Introduction to programming (Python) 

Information systems analyses and design JVM Programming 

Cybersecurity strategy basics Introduction to computer networks, Principles of digital technologies 

Machine learning Introduction to machine learning 
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University statistics show that with each passing year, 

the demand is growing for elective subjects that are directly 
related to cybersecurity. Students are interested in 

international certification courses and programs (eg 

Offensive Security Certified Professional) and are actively 

preparing to obtain these certificates. They are also actively 

pursuing internships in cybersecurity in both private and 

public sectors, and it should be noted that several students 

were employed at cyberspace-related positions in parallel 

with their studies at the university. Overall, it became clear 

that the statistics on student employment in the field of 

cyber and information security are growing. 

 

IV. CONCLUSIONS AND RECOMMENDATIONS 
 

Given all the above, it is obvious that the demand for 

cybersecurity specialists in the world market is much higher 

than the supply.  

 

Therefore, higher education institutions must offer 

students an effective cybersecurity training program, for this 

purpose it is possible to use this program, as it is effective 

and successful at the University of Business and 

Technologies. 
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