
Volume 5, Issue 11, November – 2020                                  International Journal of  Innovative Science and Research Technology                                                 

                                        ISSN No:-2456-2165 

 

IJISRT20NOV588                                                                 www.ijisrt.com                     920 

An Efficient Algorithm for Image Steganography or 

Visible Watermarking 
 

 
Rafidison Maminiaina Alphonse 

Telecommunication Automatic Signal Image Research 

Laboratory/Doctoral School in Science and Technology of 

Engineering and Innovation/ University of Antananarivo 

Antananarivo 101, Madagascar 

 

 

Ramafiarisona Hajasoa Malalatiana 

Telecommunication Automatic Signal Image Research 

Laboratory/Doctoral School in Science and Technology of 

Engineering and Innovation/ University of Antananarivo 

Antananarivo 101, Madagascar 

 

 

Abstract:- Commonly, a specific algorithm is dedicated 

for image steganography and one else for watermarking. 

This publication is a presentation of one method which 

can manage both. Watermark or secret image is binary 

image as default and the medium can be an image color or 

gray level with size greater than the first one. Singular 

Value Decomposition (SVD) and Discrete wavelet 

transform (DWT) are the mathematic approach used. 

They are popular on these domains but the way to operate 

is different for each algorithm. An insertion of new two 

parameters is the particularity of our method, in which 

we decide if we process with steganography or 

watermarking. Note that we are talking here about 

visible. 
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I. INTRODUCTION 

 

Two persons wants to share an important secret 

information however another person is present to supervise the 

communication between both. These people are looking for a 

solution to cover up the information by adding it in medium to 

avoid any suspicion. This kind of art and science of invisible 

communication is called “Steganography”. This word is come 

from the Greek words “stegos” meaning “cover” and “grafia” 
meaning “writing” defining it as “covered writing”. In image 

steganography the information is hidden exclusively in images 

[1][5]. 

 

Watermarking is art of protecting an information with 

signature. It may be visible or invisible. Steganography differs 

from watermarking in the sense that where watermarking 

focuses to protect the medium image with watermark image 

depending on medium owner. Medium image is important for 

watermarking however it is not the case for steganography in 

which the secret message is important and nobody suspects the 

presence of hidden information. 
 

To ensure a good understanding of this algorithm, we 

develop into the first paragraph the notion of Discrete Wavelet 

Transform (DWT) then Singular Value Decomposition (SVD) 

followed by the related work, testing, results and conclusion. 

 

 

II. PRELIMINARIES 

 

A. Discrete Wavelet Transform 

DWT is a multilevel transformation method.  After 
applying this transformation, the image is decomposed into 

four wavelet sub bands as shown in Fig. 1. We describe in 

following the different type of wavelet sub bands: LL- 

approximate, HL-horizontal, LH- vertical, and HH-diagonal. 

LL position isin top-left side of the wavelet sub band which 

has a low frequency. It obtained through Low Pass Filtering 

(LPF) in both row and column directions. This sub band is the 

most significant part of the image which contains approximate 

value of an image. LL has highest robustness level among all 

wavelet sub bands, it able to maintains information therein 

(Abu et al. 2014) (Adi et al. 2015). 

 

 
Fig. 1. Decomposition scheme DWT Level on an image 

 

 
Fig. 2. Illustration of DWT transform 

 
The subdivision of image in top-right part is the 

horizontal detail of the image called HL. It is generated from 

LPF in row order followed by High Pass Filtering (HPF) in 

column order. Conversely, LH is resulted from process of HPF 

in row order and LPF in column order. It depicts vertical 

element of the image and located at the bottom-left side of 

wavelet sub band. The last part of wavelet sub band is HH, 

which is the diagonal feature of the image. This sub band 

contains high wavelet coefficient, hence HH is vulnerable to 

attacks. DWT is able to decompose an image into multilevel 

wavelet sub bands as shown in Fig.2. The next level of 
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decomposition is generally performed in LL to get the higher 

level of wavelet sub band (LL2, HL2, LH2, and HH2) and so 
on. The highest level of wavelet decomposition is when it 

reaches a single coefficient value. 

 

B. Singular Value Decomposition 

SVD is a mathematical operation to change 𝑋 matrix 

form to𝑈, 𝑆and 𝑉matrix. The singular values of the matrix 𝑋 

is the composition of the diagonal matrix𝑆. Whereas, the 

orthogonal matrices 𝑈 and𝑉 contains the left and right 

singular values of matrix X respectively. 
 

[𝑈 𝑆 𝑉] =

𝑆𝑉𝐷(𝑋)
𝑋 = 𝑈 ∗ 𝑆 ∗ 𝑉𝑇

   (2) 

 

where,𝑆is a diagonal matrix with large singular value 

contains in its diagonal entries.𝑉𝑇  is a conjugate transpose of 

matrix𝑉. 𝑈and 𝑉 are complex or real unitary matrices, such 

that 𝑈 ∗ 𝑈𝑇 and 𝑉 ∗ 𝑉𝑇will result in identity matrix [2][4][5]. 

 

III. RELATED WORK 

 

A. Embedding algorithm 

 Step 1: Convert watermark or secret image to binary image 

𝑀(𝑙𝑀 × 𝑐𝑀) size 𝑙𝑀 × 𝑐𝑀. 

 Step 2: Decompose the medium image to RGB if it is an 

image color and consider only blue matrix. For gray level 

image, no operation is required. We note 𝐼 (𝑙𝐼 × 𝑐𝐼) the result. 

 Step 3: Reshape 𝑀 to vector 𝑀𝑅(1, 𝑙𝑀 × 𝑐𝑀) 

 Step 4: Decompose 𝐼 to many block 𝐵𝑘=1,2,…,(𝑙𝑀×𝑐𝑀) . The 

size of each block is (𝑙𝐼/𝑙𝑀) × (𝑐𝐼/𝑐𝑀) 

 Step 5: Apply DWT to each 𝐵𝑘 
(𝐿𝐿𝑘 , 𝐻𝐿𝑘 , 𝐿𝐻𝑘, 𝐻𝐻𝑘) = 𝐷𝑊𝑇(𝐵𝑘)(3) 

 Step 6: Apply SVD to each approximate matrix 𝐿𝐿𝑘  
(𝑈𝑘 , 𝑆𝑘 , 𝑉𝑘) = 𝑆𝑉𝐷(𝐿𝐿𝑘) (4) 

 Step 7: Insert 𝑀𝑅 

 
If 𝑀𝑅(𝑥) = 1 where 𝑥 indicates the row 

Consider a diagonal matrix 𝐴𝑤 same size as 𝑆𝑘 and a 
parameter reference 𝛼 

𝐴𝑤 = [
𝑎𝑚𝑎𝑥 … 0

⋮ ⋱ ⋮
0 … 𝑎𝑚𝑖𝑛

] 

𝑆𝑤𝑘 = 𝑆𝑘 + 𝛼𝐴𝑤   

𝐿𝐿𝑤𝑘 = 𝑈𝑘 ∗ 𝑆𝑤𝑘 ∗ 𝑉𝑘
𝑇

   

𝐵𝑤𝑘 = 𝐼𝐷𝑊𝑇(𝐿𝐿𝑤𝑘 , 𝐻𝐿𝑘 , 𝐿𝐻𝑘, 𝐻𝐻𝑘) 
 

Where 𝑆𝑤𝑘, 𝐿𝐿𝑤𝑘 , 𝐵𝑤𝑘 are the singular value watermarked, 

approximate watermarked, block watermarked. IDWT is the 

operation of inverse discrete wavelet transform. 
 

If 𝑀𝑅(𝑥) = 0, don’t modify the block 𝐵𝑘 

 Step 8: Assemble all block to form watermarked image 𝐼𝑤. 

𝐼𝑤 is the bleu matrix then constituting the watermarked 

image in case of color image. 

 Step 9: 𝐴𝑤 and 𝛼 are the two reference parameters which 

define the type of operation steganography or 

watermarking. Minimum value corresponds to 

steganography and once you increase, it becomes a visible 

watermarking robust, we are able to see the mark in 
background. If they are maximum, we cannot recognize 

the medium like encrypted however the secret image can 

be extracted even the attack is so strong. 

 

B. Extraction algorithm 

 Step 1: Decompose 𝐼𝑤 (blue matrix for an image color) to 

many block 𝐵𝑤𝑘=1,2,…,(𝑙𝑀×𝑐𝑀) . Prefix 𝑤 in matrix index 

means watermarked 

 Step 2: Apply DWT to each 𝐵𝑤𝑘 

(𝐿𝐿𝑤𝑘 , 𝐻𝐿𝑤𝑘 , 𝐿𝐻𝑤𝑘, 𝐻𝐻𝑤𝑘) = 𝐷𝑊𝑇(𝐵𝑤𝑘) 
 Step 3: Apply SVD to each approximate matrix 𝐿𝐿𝑤𝑘 

(𝑈𝑤𝑘 , 𝑆𝑤𝑘 , 𝑉𝑤𝑘) = 𝑆𝑉𝐷(𝐿𝐿𝑤𝑘)

  

 Step 4: Extract 𝑀𝑅 

Calculate 𝐴𝑤 

𝐴𝑤 = (𝑆𝑤𝑘 − 𝑆𝑘)/𝛼  (11) 

 Calculate the determinant of 𝐴𝑤 
 

𝑀𝑅(𝑥) = {1 𝑖𝑓 det(𝐴𝑤) ≥ 1
0         𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒  (12) 

 Step 5: Reshape 𝑀𝑅 with size 𝑙𝑀 × 𝑐𝑀 to obtain the 

watermark/secret image. 

 

IV. TESTS AND PERFORMANCE ANALYSIS 

 

In this paragraph, some experiments are conducted to 

evaluate therobustness and invisibilityof the proposed 

algorithm scheme. Invisibility and robustness are important 

for steganography and robustness is enough for watermarking 

because the mark is visible and used to protect the medium 

[3]. 

 

Fig.3. illustrates the original host images (Lena and Barbara) 

and the watermark image used during this test.  

 

 
(a)   (b)                          (c) 

Fig. 3. Original image: (a) Lena; (b) Barbara; (c) watermark 

images 

 

As we all know, the imperceptibility and robustness of 

the watermark is a pair of contradictions in digital 

watermarking schemes. To make a balance between 

imperceptibility and robustness, we analyze the effect of 

different value of  𝛼 on the watermarked images and extracted 
watermarks. As one of the evaluation indexes of watermark 

imperceptibility, the structural similarity (SSIM) index is 
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adopted to calculate the similarity between original image and 

its watermarked version, which is defined as: 
 

𝑆𝑆𝐼𝑀 = 𝑙(𝐼, 𝐼𝑤)𝑐(𝐼, 𝐼𝑤)𝑠(𝐼, 𝐼𝑤)  

 

𝑙(𝐼, 𝐼𝑤) =
2𝜇𝐼𝜇𝐼𝑤+𝐶1

𝜇𝐼
2+𝜇𝐼𝑤

2 +𝐶1
   

 

𝑐(𝐼, 𝐼𝑤) =
2𝜎𝐼𝜎𝐼𝑤+𝐶2

𝜎𝐼
2+𝜎𝐼𝑤

2 +𝐶2
   

 

𝑠(𝐼, 𝐼𝑤) =
𝜎𝐼𝐼𝑤+𝐶3

𝜎𝐼𝜎𝐼𝑤+𝐶3
   

 

Where 𝑙(𝐼, 𝐼𝑤), 𝑐(𝐼, 𝐼𝑤), and 𝑠(𝐼, 𝐼𝑤) are three 

comparison functions for luminance, contrast, and structure, 

respectively;  𝜇𝐼 and 𝜎𝐼 are the average and variance of the 

host image 𝐼; 𝜇𝐼𝑤
and 𝜎𝐼𝑤

are the average and variance of the 

watermarked image 𝐼𝑤 ; 𝜎𝐼𝐼𝑤
 is the covariance between these 

two images; and 𝐶1, 𝐶2, and 𝐶3 are three parameters used to 

keep stability. To evaluate the robustness of the proposed 

method, the normalized correlation coefficient (NCC) is 

utilized to investigate the correlation between the original 

watermark and the extracted watermark. For a watermark 

image 𝑊 with a size of 𝑁 × 𝑁, the definition of NCC can be 

formulated as: 

 

 𝑁𝐶𝐶 =
∑ ∑ [𝑊(𝑖,𝑗)×𝑊∗(𝑖,𝑗)]𝑁

𝑗=1
𝑁
𝑖=1

∑ ∑ [𝑊(𝑖,𝑗)]2𝑁
𝑗=1

𝑁
𝑖=1

 

 

where 𝑊∗is the extracted watermark. The normal value 

of  SSIM and NCC is between 0 and 1. In addition, a greater 

value of SSIM indicates a better watermark invisibility, while 

a greater value of NCC implies a better robustness. 
 

Let’s add the image secret/watermark to both medium by 

fixing 𝐴𝑤 and 𝛼 as below: 

 

𝐴𝑤 = [5 0
0 1

], 𝛼 = {5,20,80}  

 

Steganography operation is favorable when 𝛼 is less than 

20 but once it increases, we trigger to discreet visible 

watermarking. If the aim is to highlight the mark, we must 

choose a higher value of 𝛼. In this case, there is a little noise 
in extracted watermark image. We illustrate these explanations 

with the following figures Fig.4. and Fig.5. 

 

 
(a)              (b)                     (c) 

 

 
(d)    (e)                          (f) 

Fig. 4. Watermarked image of Lena : (a) 𝛼 = 5,  (b) 𝛼 = 20, 

(c) 𝛼 = 80.Secret/watermark image: (d) extracted from (a), 

(e) extracted from (b),      (f) extracted from (c) 

 

 

 
(a)    (b)                          (c) 

 

 
(d)    (e)                          (f) 

Fig. 5. Watermarked image of Barbara : (a) 𝛼 = 5,  (b) 𝛼 =
20, (c) 𝛼 = 80.Secret/watermark image: (d) extracted from 

(a), (e) extracted from (b),    (f) extracted from (c) 

 

SSIM value is important for steganography because 

nobody should know the presence of secret message in 

medium image. However, to protect a medium, SSIM value is 

degraded due of making evidence the mark. According to our 

experience, we have TABLE I which contains SSIM for 

medium and NCC for mark value. 

 

TABLE I.  SSIM VALUE FOR MEDIUM AND NCC VALUE 

FOR WATERMARK 

 
 

Now, we pass the watermarked images (Lena and 

Barbara) to different attack such as JPEG compression, Noise 

salt & pepper, Gaussian noise. Image color resists to the attack 

if we compare with image gray level. Recovered mark/secret 

doesn’t have more difference with original mark when 𝛼 has a 
value important. It cannot be exceeding 50 because the 

extracted image is starting to degrade. TABLE II and TABLE 

III show NCC value after attacking Lena and Barbara image 

watermarked.  
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TABLE II.  NCC VALUE USING LENA AS MEDIUM 

 
 

TABLE III.  NCC VALUE USING BARBARA AS MEDIUM 

 

 
 

V. CONCLUSION 

 

One algorithm can manage steganography and 
watermarking operations by specifying the appropriate value 

of the reference parameter 𝛼 and reference matrix 𝛼𝛼. 

Highest SSIM is required to avoid a doubt of watermark 

image presence in medium for steganography. By increasing 

𝛼, we move to watermarking and the mark takes a role of 

protecting the medium. It is evident that SSIM is decreased 

however the quality of extracted watermarked image is still 

better except if 𝛼 is very important. Color image resists to 

the attack because we don’t touch red and green channel. We 

are able to read the message even noise is present but NCC 
value is always acceptable.We can call this application to 

protect an artwork or transmitting a secret image through 

internet. This algorithm can be extended to encrypt a numeric 

image. 
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